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Summary. There is a growing wave of cyber fraud in the healthcare industry. Cases of breaches of confidential-
ity and security, leakage, theft and breach of medical confidential data, and fraudsters gaining access to machines
and networks of medical institutions have become more frequent. The main purpose of the study is a retrospective
and current systematic bibliometric analysis of scientific research in the field of cyber fraud as a threat to the sus-
tainable development of the health care system based on Scopus, VOS Viewer, Statista. The relevance of solving
this scientific problem lies in conducting not a traditional, but a comprehensive innovative systematic study of the
industry, identifying priority dynamic, geographical and inter-sectoral links and directions, and problematic aspects.
The research was carried out in the following logical sequence: determining the criteria for selecting publications
on cyber fraud in the healthcare system; determining the dynamics of scientific articles in this area; analyzing the
geographical distribution of research; studying the distribution of subject areas of the problem under study; form-
ing and analyzing clusters of scientific articles on cyber fraud in the healthcare system by key terms; building an
evolutionary and temporal map of the relationships of the studied categories with other scientific concepts in dy-
namics. Scopus platform, VOS Viewer software, Statista statistical database were used as analytical tools for the
study. The study theoretically proves the existence of a close relationship between the health care system and cyber
fraud. The results of the proposed model of a comprehensive systematic study of the healthcare industry will allow
timely identification of priority areas and problematic aspects of the industry in terms of cybersecurity, will improve
the protection of patients, patient data, hospital security management, strengthen the protection of medical devices,
minimize the risks of cyber losses in the healthcare system, to organize sustainable development of the healthcare
industry, to ensure good health of people.

Keywords: cyber fraud, cyber security, healthcare system, bibliometric analysis, cluster, good health of people,
sustainable development.
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AHoraunis. Y ramysi OXOpOHH 3/I0pOB’st 3pocTae XBHIIs Kibepmaxpaiictea. OCHOBHOIO METOIO IPOBECHOTO 110-
CIII/PKCHHST € PETPOCIICKTUBHUI 1 TMOTOYHMN CHCTEeMHUIT Oi0IiOMETpHYIHNI aHawi3 HayKOBHUX JOCII/DKEHb 3a Ha-
NPSMKOM KiOepIaxpaicTBa sIK 3arpo3a cTajJoMy PO3BUTKY CUCTEMH OXOPOHHU 37I0POB’sl. AKTYallbHICTh BUPIIIICHHS
JIaHO1 HAayKOBO1 MPOOJEMH TOJSrae y MpOBEIEHHI HE TPaIWIifHOro, a KOMIUIEKCHOTO 1HHOBAIIHOTO CHCTEMa-
TUYHOTO JOCIIJKEHHS Tajy3i, BUSBICHHI MPIOPUTETHUX BUSABICHHS TUHAMIYHHUX, reorpadiqHux 1 MIKramy3eBUX
3B’SI3KIB 1 HAMPSAMKIB, MPOOIIEMHHUX acIeKTiB. JIOCTI/DKCHHS BUKOHAHO B HACTYIHIN JIOTTYHIH TOCIITIOBHOCTI: BH-
3HAYCHHS KpUTEPiiB BIOOPY IMyOmiKaiii 3 TeMaTHKU KiOepmiaxpaicTB y CUCTEMI OXOPOHH 3JI0POB’sI; BU3HAYCHHS
JUHAMIKM HAyKOBHX CTaTel 13 3a3HAYEHOr0 HANPSIMKY; aHalli3 TeorpadiqHoro po3noiry MOCIiKeHb; BUBYCHHS
PO3MOiTy MpeaMETHHUX o0acTeil mociimKyBaHol npodnemu; GpopMyBaHHS Ta aHAJI3 KIacTepiB HAyKOBHX CTaTCH
3 KibepIaxpaiicTB y CHCTEMi OXOPOHHM 3/I0POB’S 3a KIIIOYOBUMH TePMiHAMU; MOOYI0Ba €BOJIOLIHHO-4aCcOBOI MarH
B3a€MO3B’I3KIB I[OCJ'IiZ[)KYBaHI/IX KaTel“Opiﬁ 3 IHIIAMHA HayKOBI/IMI/I MOHATTIAMU Y ):[HHaMiui' BU3HAYEHHS Ta aHANI3
Hanp;[MIqB posnozuny K16epaTaK y rairy3i OXOpOHH 3J0pOB’sI 32 BEKTOPaMHU Ha OCHOBI BijjoMocTel. B sikocTi anaimi-
TUIHUX 1HCprMeHTlB JTOCITIJPKEHHSI 3aCTOCOBAHO nnaT(bopMH Scopus, I13 VOS Viewer, cratiuctnyna 6aza JaHHX
Statista. ¥ mociipkeHHI TEOPETHIHO AOBEACHO HASIBHICTH TICHOTO B3a€MO3B 513Ky CHCTEMH OXOPOHH 3II0POB’S Ta
KiOepraxpaicTB. Pesynbrary 3anpornoHoBaHOi MOIETi KOMIUIEKCHOTO CHCTEMATUYHOTO JIOCIIJKSHHS Taly3i 0X0-
POHU 37I0POB’S, JO3BOJSATH BUACHO BUSIBJISITU NPIOPUTETHI HANPSIMKH Ta MPOOJIEMHI aCHEKTHU rajly3i B acHeKTi Ki-
OepOe3neku, JO3BOIUTh MOKPAIIUTH 3a0€3MeYeHHS 3aXUCTY NAlli€HTIB, JaHUX MAali€HTIB, YIPABIiHHA OEe3MEKOI0
JIIKApPEHb, MOCHJIUTH 3aXUCT MEAMYHUX MPUCTPOIB, MIHIMI3yBaTH PU3UKH KIOEPBTPAT y CUCTEMI OXOPOHH 37I0POB’,
JUTSL OpTaHi3allii CTAJIOTO PO3BUTKY Taly3i OXOPOHH 3/I0POB’ s, JIUIsl 3a0e3MeUeHHs MIITHOTO 3/I0POB’ Sl JIFOJICH.

KarwuoBi cioBa: kibepmaxpaiicTBo, KibepOesreka, cHCTeMa OXOPOHHM 3JI0pOB's, O10MIOMETpUYHUI aHaTi3,
KJacTep, MillHE 3/I0pOB’ S JTFOJICH, CTAIMH PO3BUTOK.

Problem statement. There is a growing wave of
cyber fraud in the healthcare industry. Cases of cyber
fraud in the healthcare system have reached a level
where they cannot be ignored. Thus, in 2022, the
share of cybersecurity incidents in the healthcare sec-
tor amounted to 5.8% of all industries, as evidenced
by the distribution of cyberattacks in world industries
(Figure 1) [2].

Cybercriminals are using new, sophisticated, but
insidious and dishonorable methods to cause health-
care fraud that are difficult for law enforcement to
track and identify. Thus, in the healthcare sector,
there have been more frequent cases of privacy
and security breaches, leaks, theft and violations of
medical, confidential data, fraudsters gaining access
to machines and networks, phishing, and others [4].
This leads to disruptions in the processes of diagno-
sis, treatment, and life support of patients by medi-
cal professionals.
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To counter such threats, the management of
healthcare institutions and organizations, healthcare
professionals, and healthcare risk managers need to
effectively anticipate fraud schemes by taking proac-
tive and preventive measures.

Therefore, in order to organize the sustainable devel-
opment of the healthcare sector, to ensure good health
of people, it is important to conduct comprehensive sys-
tematic research in this area on an ongoing basis, iden-
tify priority areas and problematic aspects, and, based
on the results and experience of such research, improve
the system of cybersecurity measures for comprehen-
sive, effective counteraction to cyber fraud.

Analysis of recent research and publications.
Analyzing the publications of the Scopus database in
the direction of cyberfraud research in the healthcare
system, we can conclude that this topic is quite new
and not sufficiently studied, although there are certain
theoretical and practical developments in this areas.

Figure 1 — Distribution of cyber attacks across worldwide industries in 2022

Source: systematized by the authors
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Given the research of global scholars on cyber
fraud, we note that the vast majority of such works are
in the financial sector. In their treatises, researchers
Kuzior A., Brozek P., Kuzmenko O., Yarovenko H.,
Vasilyeva T. [3] reveal the issues of countering the
risks of cybercrime in financial institutions based on
forecasting trends associated with the most popular
cyberattacks; Kuzmenko O., Kubalek J., Bozhenko V.,
Kushneryov O., Vida 1. [4] describe an approach to
innovation management to protect the financial sec-
tor from cybercrime by analyzing large amounts of
information; and others.

The study of cybercrime in the healthcare sec-
tor has its own peculiarities due to the specifics of
the industry. Thus, technical and technical security
threats in the field of healthcare are revealed by sci-
entists Govindarajan U.H., Singh D.K., Gohel H.A.
[1] — on predicting the landscape of cybersecurity
threats and related technical trends in the field of
telehealth using bidirectional coder representations;
Singh H.J., Gupta S., Vyas S. [7] — on the basics of
health data protection based on prevention methods.
A separate study of cybersecurity based on block-
chain technology stands out: Yazdinejad A., Rabie-
inejad E., Hasani T., Srivastava G. [10], who describe
recommendation systems for secure supply chain
management of cyber-physical products based on
blockchain; Tadaka S.M., Tawalbeh L. [8], who apply
blockchain in healthcare, industry, and cyber-physical
systems. An important innovative direction is the use
of artificial intelligence for the analysis and practical
research of online health information, which is also
described in Wagle V., Kaur K., Kamat P., Patil S.,
Kotecha K. [9] and others.

Purpose of the article. The main purpose of the
study is a retrospective and current systematic bib-
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liometric analysis of scientific research in the field
of cyber fraud as a threat to the sustainable develop-
ment of the health care system based on Scopus, VOS
Viewer, Statista.

Summary of the main research material. The
research was carried out in the following logical
sequence: defining the criteria for selecting pub-
lications on cyber fraud in the healthcare system;
determining the dynamics of scientific articles in
this direction; alyzing the geographical distribution
of research; studying the distribution of subject
areas of the problem under study; forming and ana-
lyzing clusters of scientific articles on cyber fraud
in the healthcare system by key terms; building an
evolutionary and temporal map of the interrelation-
ships of the studied categories with other scientific
concepts in dynamics; identifying and analyzing
the directions of distribution of cyberattacks in the
healthcare sector by vectors based on the Statista
database. The mechanisms for implementing this
stage are the analytical tools of the Scopus plat-
form, the VOS Viewer software, Statista statistical
database.

According to the results of an electronic review
of publications in the Scopus database for the period
from 2012 to 2023, using the search terms: (("cyber
fraud" OR 'cyber security")), AND "healthcare
system"; search string criteria: TITLE-ABS-KEY
("cyber fraud" OR "cyber security"), AND "health-
care system")), obtained as a result of the preliminary
analysis of 110 publications on this topic.

Figure 2 shows the results of the dynamics of sci-
entific articles in the Scopus scientometric database
in the direction of cyber fraud in the healthcare sys-
tem for the period from 2012 to 2023 based on the
analytical tools of the Scopus platform.

2018 2019 2020 2021 2022 2023

Year

Figure 2 — Dynamics of scientific articles in the Scopus database in combination
with the terms "cyber fraud" or "cyber security' and ""healthcare system"

Source: systematized by the authors based on Scopus data
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The data in Figure 2 clearly indicate a steady
increase in the relevance of this area of research,
namely, during 2014-2022, the number of publica-
tions in the Scopus database on this issue increased
annually. Moreover, the rapid growth has been
observed since 2019, respectively, in 2019 — 10 pub-
lications (9% of all publications), 2020 — 12 publica-
tions (11% of all publications), 2021 — 16 publica-
tions (15% of all publications), and the peak value in
2022 — 30 publications (27% of all publications).

Figure 3 presents the geographical distribution of
studies combining the terms "cyber fraud" or "cyber
security” and "healthcare system" in the context of
the direction under study for the period 2012-2023,
using the Scopus Toolkit. Moreover, the largest num-
ber of scientists working on this issue is in the fol-
lowing countries: India — 21 scientists (14%), United
States — 15 scientists (10%), Saudi Arabia — 14 sci-
entists (9%), United Kingdom — 12 scientists (8%),
the average number of scientists: Italy — 6 scientists
(4%), Finland and Greece — 5 scientists (3% each),
China — 4 scientists (3%), scientists from other coun-
tries — from 1 to 3 scientists.

The distribution of the subject areas of the prob-
lem under study for the period 2012—2023, using the
Scopus Toolkit (Figure 4), contains a wide range of
interdisciplinary publications, which confirms the rel-
evance of the chosen scientific direction [1; 4; 8; 9].

Thus, most publications on this issue belong to the
following fields: "Computer Science" — 83 publica-
tions (32.9%) and "Engineering" — 60 publications
(23.8%), the average number to "Medicine" — 24 pub-
lications (9.5%), "Decision Sciences" — 21 publi-
cations (8.3%), "Mathematics" — 18 publications
(7.1%), less to "Social Sciences" — 10 publications
(4.0%), "Physics and Astronomy" — 9 publica-
tions (3.6%), "Chemical Engineering" — 5 publica-
tions (2, 0%), "Chemistry" — 4 publications (1.6%),
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"Energy" — 4 publications (1.6%), other 5.6%
("Biochemistry-Genetics and Molecular Biology",
"Business-Management and Accounting", "Materi-
als Science" — 3 publications (1.2% each), "Health
Professions" — 2 publications (0.8%), "Economics_
Econometrics and Finance", "Environmental Sci-
ence", "Nursing" — 1 publication (0.4%)). Moreover,
a third of the publications relate to related fields.

During the next two stages, research trends on
cyber fraud in the healthcare system are identi-
fied using the tools of the VOSViewer software [4].
Based on the metadata of scientific publications in the
Scopus database, clusters of scientific articles were
formed and visualized using the keywords "cyber
fraud" or "cyber security" and "healthcare system"
for the period 2012-2023 (Figure 5). The study iden-
tifies six substantive clusters, each of which has con-
nections with relevant phrases in scientific works and
characterizes the areas of research included in the
sample according to the established criteria.

As illustrated in Figure 5, the formed 6 clusters
include, respectively, the following 50 scientific cat-
egories: Cluster 1 ("red", 14 items) — cyber security,
cyber-attacks, cyber-security, cybersecurity, diag-
nosis, healthcare systems, internet of medical thing,
internet of medical things (iomt), internet of things,
intrusion detection, machine learning, malware, med-
ical services, patient treatment; Cluster 2 ("green",
11 items) — block-chain, blockchain, COVID-19,
cryptography, digital storage, health records, hospi-
tal data processing, interoperability, privacy, security,
sensitive data; Cluster 3 ("blue", 10 items) — com-
puter crime, crime, cyber-physical systems, data pri-
vacy, embedded systems, health care, health risks,
healthcare sectors, medical computing, network secu-
rity; Cluster 4 ("yellow", 7 items) — article, artificial
intelligence, computer security, healthcare organiza-
tions, healthcare system, hospitals, human; Cluster
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Figure 3 — Geographical distribution of scientific articles combining
the terms "cyber fraud" or "cyber security" and "healthcare system"
Source: systematized by the authors based on Scopus data
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Figure 4 — Distribution of subject areas of scientific articles on cyber fraud in the healthcare system

Source: systematized by the authors based on Scopus data

5 ("purple", 5 items) — health-care system, healthcare
industry, internet of things (iot), iot, security of data;
Cluster 6 ("light blue", 3 items) — healthcare, infor-
mation systems, information use.

The first, largest cluster combines research cyber-
security (cyber-attacks, concerning the study and pro-

article
(_computer security

tection against computer attacks; intrusion detection,
concerning technologies and methods for detecting
illegal intrusions into computer networks and sys-
tems), as well as medical technologies and [oT (Inter-
net of Things) (diagnostics, concerning research on
systems and technologies for establishing medical

Figure 5 — Visualization of clusters of scientific articles on cyber fraud in the healthcare system
by key terms "cyber fraud" or "cyber security' and "healthcare system" for the period 2012-2023
Source: formed by the authors via VOS Viewer
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diagnoses; medical services, concerning the provi-
sion of medical services and patient care; Internet
of Medical Things, concerning the use of IoT in the
healthcare sector).

The second cluster of research specializes in the
study of the blockchain technology for storing and
processing medical data in the context of the COVID-
19 pandemic (application of blockchain technology in
the context of the COVID-19 pandemic to ensure safe
and reliable storage of medical data; development of
cryptographic standards and methods for protecting
this medical data); privacy and security of medical
data on the blockchain (development and application
of standards and technologies that can ensure a high
level of patient privacy while storing their medical
data on the blockchain).

The scientific papers of the third cluster focus on a
combination of research in two areas cybersecurity in
healthcare (focuses on cybersecurity and data privacy
issues in healthcare, including the aspect of computer
crime affecting the healthcare sector, combining
the study of the concepts of network security, data
privacy, healthcare, medical computing, and cyber-
crime); Embedded Systems in Medical Technolo-
gies (focuses on the use of embedded systems and
cyber-physical systems in medical technologies and
computing, combining the study of the concepts of
embedded systems, cyber-physical systems, health-
care, medical computing).

Scientific research in the fourth cluster specializes
in combining peculiarities of artificial intelligence
impact on information security in the healthcare sec-
tor (study of the results of the impact on informa-
tion security of the use of artificial intelligence in the
healthcare sector, which involves the analysis of pos-
sible risks, threats to the integrity and confidentiality
of medical data, as well as the development of strat-
egies, technologies, methods for protecting medical
data in the context of healthcare institutions); specif-
ics of the use of artificial intelligence in the manage-
ment of medical institutions (studying the possibili-
ties of using artificial intelligence to further optimize
the management of medical institutions, analyzing
opportunities to increase efficiency, automate pro-
cesses, improve the quality of medical services in the
healthcare sector through the use of intelligent tech-
nologies).

The fifth cluster includes research papers covering
the following areas: ensuring and maintaining secu-
rity in the Internet of Things (security of medical data
in the healthcare system and in the healthcare indus-
try; avoiding violations of the integrity of medical
data and their proper confidentiality); digital trans-
formations in healthcare (combining healthcare and
the Internet of Things to improve healthcare services
and preserve medical data; focusing on the use of IoT
technologies and ensuring the security of medical
data to create the latest medical systems).

In the sixth cluster, it combines scientific arti-
cles on e-health (development and introduction of
information systems in the healthcare sector, such
as electronic medical records, electronic informa-
tion exchange between medical institutions, patient
monitoring systems, telemedicine; use of informa-
tion systems in the process of diagnosing and treating
patients); analytics in the healthcare system (use of
information systems to optimize processes in health-
care, management of medical systems, use of artifi-
cial intelligence technologies for disease prediction,
optimization of resources in medical institutions, and
treatment decisions).

The next stage is to build an evolutionary and
temporal map of the interrelationships of the stud-
ied categories "cyber fraud" or "cyber security" and
"healthcare system" of the area of cyber fraud in the
healthcare system with other scientific concepts in the
dynamics for the period 2012-2023 (Figure 6).

The results of the evolutionary and temporal anal-
ysis presented in Figure 6 show that in the dynam-
ics from 2012 to 2023, three stages of change in the
studied areas can be distinguished [2, 5]. Until 2019,
research was mainly focused on identifying and
detecting cybersecurity threats in healthcare systems.
At the turn 0of 2020-2021, due to the growing number
of cyberattacks on healthcare systems in the context
of the COVID-19 pandemic, research was focused on
preventing cyberfraud in the healthcare industry dur-
ing COVID-19; finding new ways to protect medical
data and medical infrastructure from cyberattacks.
Starting in 2022, healthcare scientists will focus on
studying the impact of artificial intelligence and the
Internet of Things on cybersecurity and cyber defense
in the healthcare system; on increasing awareness of
cybercrime and cybersecurity among medical staff
and patients.

The last stage of the study identified and analyzed
the distribution of various cyberattacks in the healthcare
sector worldwide for the period from October 2021 to
September 2022 by main vectors [5] (Figure 7).

Figure 7 shows that the healthcare sector experi-
enced various types of cyberattacks between October
2021 and September 2022, with network and applica-
tion cybercrime accounting for the largest share (63%
of all attacks); malware was the second most common
type of attack (22%); account anomaly vector was the
third (12%); social engineering was the fourth (3%);
and policy violations were the least common (1%).

Conclusions. Cybertechnology allows criminals
to remain anonymous, using high-tech methods to
commit cyberattacks quickly and invisibly. According
to the retrospective and current systematic bibliomet-
ric analysis of scientific research in the area of cyber
fraud in the healthcare system, it is worth noting the
logical sequence of the model by which the analysis
is proposed: analyzing the geographical distribution
of research; studying the distribution of subject areas
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Figure 6 — Visualization of the evolutionary and temporal map of the interrelationships
of the studied categories ""cyber fraud" or "cyber security'" and "healthcare system' clusters
in scientific articles on cyber fraud in the healthcare system in the dynamics for the period 2012-2023

Source: formed by the authors via VOS Viewer

of the problem under study; forming and analyzing
clusters of scientific articles on cyber fraud in the
healthcare system by key terms; building an evolu-
tionary and temporal map of the interrelationships of
the studied categories with other scientific concepts
in dynamics; identifying and analyzing the directions
of distribution of cyberattacks in the healthcare sector
by vectors.

The constant growth of the relevance of the stud-
ied area has been proved, with a rapid increase in
2019-2022. 1t is established that the largest number
of scientists working on the issue is in the following

Policy violations | 1%

Social engineering [ 3%
Account anomalies
Malware

Network and application

0% 10%

20%

countries: India (14%), United States (10%), Saudi
Arabia (9%), United Kingdom (8%), Italy (4%).
There was a wide interdisciplinarity of publications
in the following areas: computer science (32.9%),
engineering (23.8%), medicine (9.5%), decision sci-
ences (8.3%), mathematics (7.1%), social sciences
(4.0%), physics and astronomy (3.6%). Six clusters
of scientific articles on cyber fraud in the healthcare
system were formed and visualized, and three stages
of change in the studied areas were identified. The
most frequent types of cyberattacks in the healthcare
sector around the world are identified: network and

I 12
I 222
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Figure 7 — Distribution of the most frequent types of cyberattacks in the
healthcare sector worldwide for the period October 2021 — September 2022

Source: compiled by the authors
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program intrusions (63%), malware (22%), account
anomalies (12%).

To summarize, the application of the proposed
model of a comprehensive systematic study of the
healthcare industry will make it possible to identify
priority areas and problematic aspects of the indus-

try in terms of cybersecurity in a timely manner,
improve the protection of patients, patient data, tele-
medicine systems, hospital security management,
strengthen the protection of medical devices, and
minimize the risks of cyber losses in the healthcare
system.
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